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 Personalized Web Search is a general category of search technique aiming at providing 
better search results that are tailored for individual user needs. Personalized Web 

Search depends on a user profile that is unique to the individual. In Personalized Web 
Search, the user information has to be collected and analyzed to figure out the user 

intention behind the issued query. Therefore, users are unwilling to share their private 

information during search. It became a barrier for the growth of Personalized Web 
Search. User customizable Privacy preserving Search (UPS) framework is used for 

Personalized Web Search. It can adaptively generalize profile by queries while 

respecting user specified privacy requirements. Generalization algorithm is 
implemented to hide the privacy content existing in the user profile. 
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INTRODUCTION 

 

 Web search engines help users find useful information on the World Wide Web (WWW). However, when 

the same query is submitted by different users, typical search engines return the same result regardless of who 

submitted the query. Generally, each user has different information needs for his/her query. Users might 

experience failure when search engine return irrelevant results that do not meet their real intention. Personalized 

Web Search refers to search experience that is tailored specifically to individual interests by incorporating 

information about the individual beyond the specific query provided. 

 The solutions to PWS can generally be categorized into two types, namely click-log-based methods and 

profile-based ones. The click-log based methods are straightforward. They simply impose bias to clicked pages 

in the user‟s query history. It can only work on repeated queries from the same user, which is a strong limitation 

confining its applicability.Profile-based methods can be potentially effective for almost all sorts of queries, but 

are reported to be unstable under some circumstances. 

 To protect user privacy in profile-based PWS, researchers have to consider two contradicting effects during 

the search process. On the one hand, they attempt to improve the search quality with the personalization utility 

of the user profile. On the other hand, they need to hide the privacy contents existing in the user profile to place 

the privacy risk under control. 

 The existing profile-based PWS do not take into account the customization of privacy requirements. This 

probably makes some user privacy to be overprotected while others insufficiently protected. For example, all the 

sensitive topics are detected using an absolute metric called surprisal based on the information theory, assuming 

that the interests with less user document support are more sensitive. However, this assumption can be doubted 

with a simple counterexample: If a user has a large number of documents about “sex,” the surprisal of this topic 

may lead to a conclusion that “sex” is very general and not sensitive, despite the truth which is opposite.  

 

Contribution: 

 The UPS (User customizable Privacy preserving Search) framework assumes that the queries do not contain 

any sensitive information, and aims at protecting the privacy in individual user profiles while retaining their 

usefulness for PWS.Figure 1 summarizes the concept of UPS. The UPS consists of a non-trusty search engine 

server and a number of clients. Each client (user) accessing the search service trusts no one but himself/herself. 

The key component for privacy protection is an online profiler implemented as a search proxy running on the 
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client machine itself. The proxy maintains both the complete user profile, in a hierarchy of nodes with 

semantics, and the user-specified (customized) privacy requirements represented as a set of sensitive-nodes. 

 

 
 

Fig. 1: System architecture of UPS Generalization algorithm is implemented to hide the privacy content existing  

in the user profile. 

 

Related work: 

 Z. Dou, R. Song andJ.-R. Wen (Catelli-Roca, 2009), introduced a large scale evaluation framework for 

personalized search based on query logs. In this framework different personalized re-ranking strategies are 

simulated and the search accuracy is approximately evaluated by real user clicks recorded in query logs 

automatically. The framework allows us to evaluate personalization on a large scale. The framework consists of 

click based and profile based methods. The click based method performs only for repeated queries and profile 

based methods are unstable in our experiments. 

 J. Catelli´-Roca, A. Viejo, and J. Herrera-Joancomartı´ (Dou, 2007), described two algorithms (min detail 

and exp ratio) for preserving user‟s privacy in personalized web search. The min detail determines which part of 

user profile is protected. The exp ratio measures how much private information is exposed or protected for a 

specified min detail. Here, privacy is not absolute and often can be compromised if there is a gain in service or 

probability to the user. Therefore, a balance must strike between search quality and privacy protection. 

 K. Ramanathan, J. Giraud, and A. Gupta (Ero Balsa, 2012), described two representations for user profiles. 

One is using frequently occurring words in user documents. This creates large profiles where profile terms have 

low precision and have insufficient context to determine the user interests. Theother is using a pre-existing 

ontology such as DMOZ. While this approach alleviates the DMOZ node, this restricts the use of the profiler on 

devices with low memory. Therefore work on reducing the size of the index is planned here. 

 A. Viejo and J. Castella-Rocca (Krause, 2010), introduced a novel protocol called Useless User Profile 

(UUP) that is specially designed to protect the user‟s privacy in front of web search profiling. Web search 

engines are widely used to find certain data among a huge amount of information in a minimal amount of time. 

However these useful tools also possess a privacy threat to the users. Web search engines profile their users by 

storing and analyzing past searches submitted by them. Therefore the UUP protocol proposed a distorted user 

profile to the web search engine. It does not require any change in the server side. Therefore the communication 

overhead and computational cost increases, but delay is introduced. 

 A. Krause and E. Horvitz (Lidan Shou, 2014), introduced online offering such as web search, new portals 

and e-commerce application that face the challenge of providing high-quality service to a large, heterogeneous 

user base.Recent efforts have highlighted the potential to improve performance by introducing methods to 

personalize services based on special knowledge about users and their context. For example, a user‟s 

demographics, location, and past search and browsing may be useful in enhancing the results offered in response 

to web search queries. However, reasonable concerns about privacy by users, providers and government 

agencies acting on behalf of citizens, may limit access by services to such information. Therefore, a significant 

level of personalization can be achieved only using a relatively small amount of information about users. 

 Ero Balsa, Carmela Troncoso and Claudia Diaz (Ramanathan, 2008), introduced Obfuscation Based-Private 

Web Search (OB-PWS) solutions that allow users to search for information in the Internet while concealing 

their interests. The basic privacy mechanism in OB-PWS is the automatic generation of dummy queries that are 

sent to the search engine along with users‟ real requests. These dummy queries prevent the accurate inference of 

search profiles and provide query deniability. In order toperform a search in thisdatabase, a user composes a 

queryformed by one or more keywords related to the topics she isinterested in, and sends it to the search engine. 

One of the mainadvantages of OB-PWS solutions is that they do not require the cooperation of the search 

engine. The basic OB-PWS mechanism consists in automatically generating dummy (fake) search queries. 

These dummy queries, generated by an OBPWS tool (e.g., a browser plugin), are not necessarily relate to the 

actual interests of the user. As a result, dummy queries introduce “noise” in the user profile obtained by the 
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search engine, enabling the concealment of her actual interests. Dummy classification algorithm and profile 

filtering algorithm are used here. 

 

Method 1(Profile based Personalization): 

 Profile-based PWS mainly focus on improving the search utility. The basic idea of PWS is to tailor the 

search results implicitly, a user profile that reveals an individual information goal. The PWS can be categorized 

into two aspects. They are representation of the user profile and measure of the effectiveness of the 

personalization. Many profile representation techniques utilize term lists/vectors or bag of words to represent 

their profile. However, most  

 Work build profiles in hierarchical structures due to their stronger descriptive ability, better scalability, and 

higher access efficiency. The majority of the hierarchical representations are constructed with existing weighted 

topic hierarchy/graph, such as ODP. In the proposed UPS framework, the implementation of the user profile is 

not focused. The UPS framework can potentially adopt any hierarchical representation based on taxonomy of 

knowledge. 

 The Performance measure of PWS is based on a human graded relevance scale of item-positions in the 

result list, and is known for its high cost in explicit feedback collection. To reduce the human involvement in 

performance measuring, metrics of personalized web search that rely on clicking decisions, including Average 

Precision, Rank Scoring, and Average Rank is used to measure the effectiveness of the personalization in UPS. 

Two predictive metrics, namely personalizationutility and privacy risk are used on a profile instance without 

requesting for user feedback. 

 

Method 2(Privacy Protection in PWS System): 

 There are two classes of privacy protection problems for PWS. One problem includes those treat privacy as 

the identification of an individual. The other includes those consider the sensitivity of the data, particularly the 

user profiles, exposed to the PWS server. The first problem tries to solve the privacy problem on different 

levels, including the pseudo identity, the group identity, no identity, and no personal information. Solution to 

third and fourth levels is impractical due to high cost in communication and cryptography. Therefore, the 

existing effort focuses on group identity. In group identity, the Useless User Profile (UUP) protocol is proposed 

to shuffle queries among a group of users who issue them. As a result any entity cannot profile a certain 

individual. Onemain limitation in this work is that it builds the user profile as a finite set of attributes, and the 

probabilistic model is trained through predefined frequent queries. These assumptionsare impractical in the 

context of PWS. 

 

Proposed method: 

 The proposed system is divided into 2 modules 

3.1 UPS Framework 

3.2 Generalization algorithm 

 

3.1 UPS Framework: 

The UPS Framework consists of  

 Profile Construction 

 Web Service Selection 

 Query topic Mapping 

 

Profile Construction: 

 The original user profile is constructed in a hierarchy that reveals user interests.Users can create an account 

in the website by providing various details such as username, password, name, age, gender, date of birth, income 

status, caste category etc.After the successful account creation he/she can login to the website using his 

username and password. When the user searches a product, the search results will be displayed based on age, 

income and gender of the user.The users can also edit their profile information and update the database.The 

details used for profile creation is privacy protected with a username and password.  

 

Web Service Selection: 

 In this project, there are mainly 3 web services which include mobile phone shopping, medical information 

provider and education counselling helper. A logged in user can select any of these web services. On selection 

of web service, the user will be guided to the next page displayed with a search bar. User can type whatever 

product he need to purchase or information he need to gather. 

 The graphical user interface provided in this project is simpler and will guide the user for choosing web 

service without creating any confusion. Any user can sign up by filling the form within few minutes and can 

enjoy the services provided by the website. 
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Query Topic Mapping: 

When a query is given then the entire topic relevant to query are contained in the profile.When the 

customers searching for a product are satisfied with the search result, they can make payment through online 

using credit card by clicking on the product. The click event will take them to the payment gateway. The 

customers can also rate the product or service through an icon named feedback. They can either rank or add 

description in the feedback. 

 

Generalization Algorithm: 

 Generalization is one among the popular micro data anonymization techniques. Micro data contains records 

each of which contains confidential information about an individual.The main goal of the generalization 

algorithm is to transform the Quasi Identifiers (publicly known attributes) into a more private one. 

Generalizationpartitions attributes into columns. Each column contains a subset of attributes and partitions 

tuples into buckets.For each bucket, replace all values of one attribute with a generalized value.Generalization 

uses local recoding.Local recoding is that the data to be preserved will be replaced with a generalized value so 

that the preserved data appears as a less specific value for the public. 

 

4. Result Analysis 
The results are based on search quality of UPS while preserving user‟s customized privacy requirements. The 

name of the user profile is plotted along x-axis and the rating is plotted along y-axis. Rating is calculated based 

on number of visits of users in the user profile.The user searches more information about heart disease than 

information about products and privacy is protected in the user profile. Thus, UPS could achieve quality search 

results while preserving user‟s customized privacy requirements. 

 

 
 

Fig. 2: Search Quality of UPS. 

 

Conclusion: 

 A client-side privacy protection framework called User customizable Privacy preserving Search (UPS) 

framework is used for Personalized Web Search (PWS). UPS could potentially be adopted by any PWS that 

captures user profiles in a hierarchical taxonomy. The framework allowed users to specify customized 

privacyrequirements via the hierarchical profiles.Generalization algorithm is implemented to hide the privacy 

content in the user profile. Thus, UPS could achieve quality search results while preserving user‟s customized 

privacy requirements.  

 In future, it can be extended by anonymization technique called slicing algorithm to preserve better utility 

while protecting against privacy threats.Slicing can handle high dimensional data. It breaks the associations 

between uncorrelated attributes, which are infrequent and thus identifying. Thus slicing protects privacy against 

threats in the user profile. 
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